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This article describes the steps required to set up your Android device to proxy network requests through Charles, which is helpful for troubleshooting or debugging your implementation of Tealium for Android. In this article: Table of Contents Placeholder Configuring Charles Proxy Use the following steps to configure Charles Proxy: Go to Proxy >
Proxy Settings. In the Proxies tab enter 8888 in the HTTP Proxy Port field. Go to Proxy > SSL Proxying Settings. Click the SSL Proxying tab and check the Enable SSL Proxying checkbox to configure a location.By default, Charles will only perform SSL proxying for specific domains you include in the list.To save listing all URLs you wish to inspect, you
can use a location of *.* as a wildcard, and SSL proxying will be enabled for all domains: If your app ceases to function correctly, it is possible that the app is rejecting the self-signed certificate from Charles Proxy. If this happens, disable the wildcard match, and list only the Tealium domains. Recommended domains are: *.tealiumiq.com *.tigcdn.com.
The port default value is 443.You can leave this field blank, as Charles will set it automatically. Identifying Your IP Address Go to System Preferences > Network > Wifi > Advanced > TCP/IP. On a Mac, you can hold down the Option key while clicking on the network icon in the system tray. Make note of the IPV4 Address, as it will be needed in later
steps. Configuring Your Android Device to use the Charles Proxy Use the following steps to configure your Android device to use Charles proxy: Go to Settings > Wifi. Press and hold down the power key on the Wifi Network device you are currently connected to. When the modal displays, select Modify Network. Select Show Advanced Options

to display proxying options. Under Proxy, select Manual. In the Proxy Host Name box, enter the IPV4 Address you previously saved from your development machine. In the Proxy Port field, enter 8888, as when configuring Charles. Click Save to save the settings and exit. Open a browser on your device to test.Charles displays a dialog prompting you to
allow or deny SSL proxying. Click Allow.If you are not prompted to allow SSL proxying, restart Charles and try again. Go to €from your device and download the Charles SSL certificate.On newer versions of Android, you may get an error on downloading, such as "download unsuccessful".If this happens, use the following instructions: Go to Help >
SSL Proxying > Save Charles Root Certificate. Change the file type from the default .pem to .cer and save in a location that you will remember for later. Transfer the .cer file to your device using an SD Card, USB Cable, or remote transfer such as Google Drive. Open the file from a file manager such as the Android File Manager, or a third party file
manager such as File Commander.You will be prompted to save the certificate. Continue with the remaining steps. Name the certificate and okay it as a trusted certificate.Ensure that you disable or remove it when complete. Once the certificate is installed, you are prompted to set up a PIN. When prompted, add the new PIN. Additional Configuration
Steps for Android N and Above As of Android N, additional steps area required to to add configuration to your application so that it trusts the SSL certificates generated by Charles SSL proxying. This means that you can only use SSL proxying with applications that you control. In order to configure your app to trust Charles, you must first add

a Network Security Configuration File to your app. This file can override the system default, enabling your app to trust user-installed CA certificates, such as the Charles Root Certificate. In your configuration file, you can optionally specify that this only applies in debug builds of your application, so that production builds use the default trust profile.
Use the following steps to add the Network Security Configuration File and reference the file in the manifest for your app: Use the following example to create a Security Network Configuration file. Name the file network security config.xml. Copy the file to res/xml/network security config.xml. Next, use the following example to add a reference to
the network security config.xml file to the manifest for your app. ... For additional information, go to the Charles Proxy SSL Certificates and scroll down to the Android section. Tips to Filter Your View of Network Traffic The following table provides tips used to filter your view of network traffic: Filter Action Filter by device To ensure that you only
view traffic from your Android device and not the local machine, go to the Proxy menu and uncheck macOS/Windows proxy. This step will disable Charles proxy for local traffic from your machine and Charles will only display traffic from remotely-connected devices Filter by domain Filter your traffic to view only what you are interested in by clicking
the Sequence tab in Charles and use the filter field to filter by domain, such as collect.tealiumiq.com. Regex is also an option if you enable it in the search settings. Enabling Regex allows you to use *.tealiumiq.com to view all hits going to the Tealium servers. Clearing the certificate and removing the PIN from an Android device is optional. Use the
following steps to clear the certificate, remove the PIN, or both: Open the Settings application on your Android device. Navigate to Security > Clear Credentials at the bottom of the list of options. Click Clear Credentials. Confirm that you want to clear the credentials. To remove the PIN, navigate to Settings > Lock Screen > Screen Lock and remove
the PIN. Additional Resources Charles: SSL Proxying Tealium: Setting up Charles to Proxy your iOS Device = Public Gmail supports Microsoft® Office 365 and Exchange ActiveSync accounts, and comes pre-installed on all Android devices. To add your Microsoft® Office 365 or Exchange ActiveSync account to Gmail: Open your device's Settings app.
Tap Accounts. If you can't see 'Accounts', tap Users & accounts. At the bottom, tap Add account. Tap Exchange. Enter your Microsoft® Office 365 or Exchange ActiveSync email and credentials. After you add your account to Gmail, you may be prompted to set up a password via the Mobile device mailbox policies if your IT admin requires it. If your
organization uses a different email client, consult your email client's documentation to determine whether it supports Microsoft® Office 365 and Exchange ActiveSync accounts and to learn how to set up your account. Get answers from community experts Computer cookies can make our lives easier. They can save our shopping carts, speed up
checkout times, and store login credentials, and other personal information so we don’t have to. But just like how too many of the fresh-baked ones can give you a bellyache, too many computer cookies stored on your browser can cause a headache. That’s because cybercriminals are constantly on the prowl for personally identifiable information
stored in cookies, which they can exploit and/or sell on the dark web. Knowing how to clear cookies and cache from your browser is an important step in protecting your personal data online. And that’s where this step-by-step guide comes in — to help you learn how to remove cookies and keep different types of hackers off your trail. We’ve included
all the main browsers below, so jump to the one you use most or look through them all to get an in-depth understanding. How to clear cookies in Chrome... As one of the most popular internet browsers, Google Chrome is available on many devices — and there is a way to remove cookies from each of them. ... on your Windows or Mac computer Open
Chrome. In the top right-hand corner of the browser, you will see three dots, which indicates a settings menu. Click on the dots. Scroll down to the bottom of the page and click on “Advanced.” Click on “Clear browsing data.” Under the “All cookies and site data” section, you can customize which cookies to delete based on a specific time range and
other options. Finally, you can complete the deletion by clicking “Clear data.” You can also clear your cache, which is where your computer stores previously viewed websites so they can be loaded faster on future visits. ... on your Android device On your Android phone or tablet, open the Chrome app. To the right of the address bar, tap on “More,” or
what looks like three dots, and then select “Settings.” Tap on the “Privacy” category and then select “Clear browsing data.” Here you can personalize your selections for which cookies to delete by selecting a specific time range. Once you have made your selections, you can then check “Cookies and site data.” Uncheck all the other items. Tap “Clear
data.” ... on your iOS device On your device, launch the Chrome app. At the top right, tap on the three dots, scroll down, and then select “Settings.” Under settings, tap “Privacy” then “Clear browsing data.” Select “Cookies, site data” and uncheck all other items. Tap on “Clear browsing data.” Then select “Done.” How to clear cookies in Firefox ...
Follow these steps for how to delete cookies in Firefox across your desktop and mobile devices. ... on your Windows or Mac computer Open Firefox on your computer. In the upper right-hand corner of the browser, click the menu bars, which look like three parallel lines, and click the “Privacy” tab. Here you can select “Clear your recent history.” Be
sure that only “Cookies” is checked, and then select the time frame for which you would like to delete your cookies. If you want to delete all cookies, select “Everything.” Double-check your selections to make sure that other items you want to keep are not selected, and then hit “Clear now.” ... on your Android device Some instructions may vary based
on the type of phone you have and what version of Firefox it is running. Look for the menu icon (three bars) located at the top right corner. On older Android devices, you’ll have to press the hardware menu key and then tap “More.” Go to the “Settings” menu. Look for “Privacy & security” and select “Clear private data.” Select “Cookies & active
logins.” After you have made your selection, tap “Clear data.” ... on your iOS device Open Firefox. Click on the menu bars, which look like three parallel lines in the lower right-hand corner of the browser window. Select “Settings.” Scroll down to “Privacy.” Select “Clear private data.” Make sure only “Cookies” is selected, then tap on “Clear private
data.” How to clear cookies in Safari ... Apple’s browser is also available across multiple desktop and mobile devices, and there’s a different way for how to delete cookies from each of them. ... on your Mac Open Safari. Select “Preferences” from the drop-down Safari menu. Click on “Privacy,” then on “Manage website data.” Click on “Remove all”
from the drop-down menu. ... on your iOS device Go into the “Settings” menu on your device. Scroll down to “Safari” and click “Advanced,” then “Website data” Tap on “Clear history and website data” to clear cookies. How to clear cookies in Microsoft Edge These steps apply to Windows PCs: Launch Microsoft Edge Go to the “More” menu and
select “Settings.” 3Scroll to “Clear browsing data,” select “Cookies and saved website data,” and then select “Clear.” There are a few different reasons why you should clear your browser’s cookies. Whether for privacy reasons or general computer maintenance and cleanup, most browsers make clearing your cookies an easy task. Alternatively, if you
don’t want to clear browsing data because you appreciate the convenience of not having to constantly log in to your favorite sites, be sure to invest in a reputable VPN for an added layer of protection. FAQs about how to clear cookies Here are some frequently asked questions about how to clear cookies. Can cookies track you? Cookies are able to
track multiple types of data from internet users, from browsing history to personal IP addresses. Should you delete cookies? You should consider deleting cookies regularly — especially from sites you don’t frequently visit. Will clearing cookies delete passwords? Yes, clearing cookies will wipe saved passwords from autofill settings saved on web
browsers. What happens when you remove all cookies? Deleting cookies wipes all your personal information from your browser, including usernames, passwords, search history, and website settings and preferences. Does deleting cookies speed up computers? Erasing cookies can lead to faster computer speeds. However, deleting information can
make it take longer to log into frequently visited websites. Is it OK to accept cookies? It’s safe to accept cookies because the cookies themselves aren't dangerous to users. Cookies become risky when hackers can hijack them and view or expose personal information. Cyber threats have evolved, and so have we. Norton 360™ with LifeL.ock™, all-in-
one, comprehensive protection against viruses, malware, identity theft, online tracking and much, much more. Try Norton 360 with Lifelock. Editorial note: Our articles provide educational information for you. NortonLifeLock offerings may not cover or protect against every type of crime, fraud, or threat we write about. Our goal is to increase
awareness about cyber safety. Please review complete Terms during enrollment or setup. Remember that no one can prevent all identity theft or cybercrime, and that LifelL.ock does not monitor all transactions at all businesses. Copyright © 2022 NortonLifeLock Inc. All rights reserved. NortonLifeLock, the NortonLifeL.ock Logo, the Checkmark Logo,
Norton, LifelLock, and the LockMan Logo are trademarks or registered trademarks of NortonLifeLock Inc. or its affiliates in the United States and other countries. Firefox is a trademark of Mozilla Foundation. Android, Google Chrome, Google Play and the Google Play logo are trademarks of Google, LLC. Mac, iPhone, iPad, Apple and the Apple logo
are trademarks of Apple Inc., registered in the U.S. and other countries. App Store is a service mark of Apple Inc. Alexa and all related logos are trademarks of Amazon.com, Inc. or its affiliates. Microsoft and the Window logo are trademarks of Microsoft Corporation in the U.S. and other countries. The Android robot is reproduced or modified from
work created and shared by Google and used according to terms described in the Creative Commons 3.0 Attribution License. Other names may be trademarks of their respective owners.
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